














TH E ISLAMIC STATE

Critical Resources in Iraq and Syria Controlled by The Islamic State.  

In addition, The Islamic State has adopted the popular terrorist moneymaking enterprise of  
kidnapping for ransom, particularly foreigners.  The release of  four French hostages in 149

2014 may have netted as much as $18 million,  with the total revenue from ransoms by 150

then being in the region of  $65 million.  Donations, especially from individuals in the Gulf, 151

still provide some support, but even in 2010, they accounted for less that 5% of  its 
income.  Donors in Iraq, who are both more accessible and more persuadable, have been 152

53

 http://ww w.nytimes.com/2014/07/30/world/africa/ransoming-citizens-europe-becomes-al-qaedas-patron.html?_r=0. 149

 http://ww w.dailystar.com.lb/News/Middle-East/2014/Sep-12/270435-understanding-where-isis-gets-its-150

funding.ashx#axzz3F7XMZXac.

 http://ww w.telegraph.co.uk/news/worldnews/middleeast/iraq/11052919/How-Isil-is-funded-trained-and-operating-in-Iraq-and-151

Syria.html.

 http://ww w.mcclatchydc.com/2014/06/23/231223_records-show-how-iraqi-extremists.html?rh=1152
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TH E IS L A M I C STAT E

traditionally a far more lucrative source of  revenue.  There is no evidence of  any State 153

providing direct financial support.  154

!
A snapshot of  revenue streams as of  late July 2014, based on available information suggests 
that The Islamic State had an income of  $8 million a month from extortion and tolls in 
Mosul alone, even before it took full control of  the city.  It was no doubt able to run 155

similar rackets in Raqqa, Syria, and the surrounding area,. It also received $1-$2 million a day 
from at least 30,000 barrels of  oil sold through middlemen into Kurdistan and Turkey.  In 156

September 2014, experts estimated that The Islamic State could end 2014 with a surplus of  
$100 - $200 million.  157

!
The Islamic State has also made money from smuggling various raw materials stolen from 
government depots and, in line with its general disregard for the heritage and history of  the 
region, is reported to have looted architectural sites and sold the antiquities it has found, or 
allowed others to do so in return for a cut. As reported by an Iraqi intelligence official, The 
Islamic State has taken $36m from an area in the Qalamoun mountains west of  Damascus 
where the antiquities are up to 8,000 years old.  This is more likely to have been the work 158

of  criminal gangs who knew what they were looking for and where to look, but nonetheless, 
The Islamic State will have taken a percentage wherever it could.  159

!
Although all figures for income and expenditure are unreliable, The Islamic State appears to 
have sufficiently diverse sources of  income to survive the loss of  one or another. Clearly the 
greatest loss would be its ability to sell oil products. Not only are these the largest source of  
income, but also oil sales put The Islamic State in touch with people who are most likely to 
meet any shortfall in its need for refined products. With a highly mobile fighting force 
dependent on a large fleet of  vehicles, The Islamic State goes through a lot of  fuel.  !

!54

 https://www.ctc.usma.edu/v2/wp-content/uploads/2011/12/Sinjar_2_FINAL.pdf.153

 http://www.bbc.com/news/world-middle-east-29004253.154

 http://www.washingtoninstitute.org/policy-analysis/view/saudi-funding-of-isis.http://www.cfr.org/iraq/islamic-state-iraq-syria/155

p14811.

 http://www.brookings.edu/research/opinions/2014/08/23-un-strikes-back-at-isil-black-economy. 156

 http://uk.reuters.com/article/2014/09/11/uk-iraq-crisis-militants-funding-insight-idUKKBN0H60AM20140911.157

 ISIS Cashing in on Looted Antiquities to Fuel Iraq Insurgency http://news.nationalgeographic.com/news/2014/06/140626-isis-158

insurgents-syria-iraq-looting-antiquities-archaeology/. 

 There was huge increase in the import of  Syrian antiquities to the US in 2013. See http://culturalheritagelawyer.blogspot.com/159

2014/10/conflict-and-heritage-trade-rise-in-us.html.

http://www.bbc.com/news/world-middle-east-29004253
http://www.washingtoninstitute.org/policy-analysis/view/saudi-funding-of-isis
http://culturalheritagelawyer.blogspot.com/2014/10/conflict-and-heritage-trade-rise-in-us.html
https://www.ctc.usma.edu/v2/wp-content/uploads/2011/12/Sinjar_2_FINAL.pdf
http://www.brookings.edu/research/opinions/2014/08/23-un-strikes-back-at-isil-black-economy
http://news.nationalgeographic.com/news/2014/06/140626-isis-insurgents-syria-iraq-looting-antiquities-archaeology/
http://uk.reuters.com/article/2014/09/11/uk-iraq-crisis-militants-funding-insight-idUKKBN0H60AM20140911
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The official in charge of  finances for the Iraqi provinces of  The Islamic State is Abu Salah 
(Muafaq Mustafa Mohammed al Khamoush), who is believed to be from Morocco. His role, 
and that of  his counterpart in Syria, is more than to keep The Islamic State solvent. The 
ability to raise taxes and operate an effective accounting system of  income and expenditure 
are the trappings of  a state,  and the meticulous record keeping and bureaucratic practices 160

of  The Islamic State, such as issuing receipts to truck drivers that they can show to the next 
check point, no doubt help it to project itself  as far more than a criminal enterprise extorting 
arbitrary payments through local operators. Although there are restrictions on withdrawals, 
banks are operating within The Islamic State, and its internal economy appears to be 
functioning. !

!
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 http://www.forbes.com/sites/taxanalysts/2014/08/18/how-isis-is-using-taxes-to-build-a-terrorist-state/.160

http://www.forbes.com/sites/taxanalysts/2014/08/18/how-isis-is-using-taxes-to-build-a-terrorist-state/
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MEDIA OPERATIONS !
 
The media effort of  The Islamic State is an integral and essential part of  its operations, on a 
par with its military and administrative effort.  In this respect it is greatly helped by the 161

decentralized nature of  social media (particularly Twitter), which has allowed each of  its 
supporters effectively to create and operate his/her own ministry of  information, echoing a 
standard party line as well as creating and spreading their own memes and messages. In 
effect, The Islamic State is crowd sourcing its propaganda. There is no precedent for this, 
given the novelty of  social media platforms and file sharing sites, and so, in a 
counterintuitive move, The Islamic State has maximized control of  its message by giving up 
control of  its delivery.  !
The importance to The Islamic State of  social media is evident in the way that pictures of  
Abu Bakr declaring the Caliphate on 4 July 2014 appeared on Twitter before the video of  his 
full speech was uploaded on YouTube, helping to ensure that it would be carried on 
most major international news networks. Although occasionally its followers make mistakes 
and start sending links to products before the official launch time, for example with the 
video of  the murder of  Stephen Sotloff  on 2 September 2014,  The Islamic State has a 162

well disciplined and well organized media department. 

!
For example, links to the violent hour-long video “Flames of  War,” issued by The Islamic 
State on 16 September 2014 through its official outlet, al Hayat Media, were posted in several 
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 Follow ISIS on Twitter: A Special Report on the Use of  Social Media by Jihadists http://news.siteintelgroup.com/blog/161

index.php/entry/192-follow-isis-on-twitter. 

 http://www.vocativ.com/world/iraq-world/isis-beheads-u-s-journalist-steven-sotloff/. 162

http://www.vocativ.com/world/iraq-world/isis-beheads-u-s-journalist-steven-sotloff/
http://news.siteintelgroup.com/blog/index.php/entry/192-follow-isis-on-twitter
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places on the widely used file sharing site justpaste.it. These links were then tweeted out to 
tens of  thousands of  online supporters, who then re-tweeted the links, and, importantly, 
created new pages and links on justpaste.it. The video was also uploaded to YouTube on 
many accounts in order to overcome the inevitable suppression of  the video for violating 
YouTube standards of  use. Just one randomly selected page promoting the video among 
dozens of  others, recorded 18,034 views within seven hours on 18 September 2014,  163

showing the ease, breadth, and speed with which The Islamic State is able to spread its 
message directly to the intended audience. The problems of  censoring such a decentralized 
distribution system were well illustrated by the two days it took the mainstream social media 
to notice what was happening. !
The overall media effort of  The Islamic State is overseen by Abu Amr al Shami (Amr al 
Absi, Abu al Athir, Abu al Asir), a Syrian born in Saudi Arabia in 1979,  who was 164

previously The Islamic State’s leader in Aleppo and who also plays an important role in the 
Shura Council. Abu Amr controls an army of  writers, bloggers and researchers who monitor 
global media, in particular social media. Most of  these helpers are anonymous and they are 
widely spread, with many in the Gulf  and North Africa. These bloggers tweet links of  
videos, generally with high production values, which are then further distributed. Abu Amr is 
also tasked with acting as the liaison for The Islamic State with religious leaders and 
influencers in the region. 

Abu Mohammad al Adnani 
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 https://justpaste.it/h5uk.163

 http://www.treasury.gov/ofac/downloads/prgrmlst.txt.164

https://justpaste.it/h5uk
http://www.treasury.gov/ofac/downloads/prgrmlst.txt
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!
The spokesman of  The Islamic State is Abu Muhammad al Adnani (Taha Sobhi Falaha), a 
Syrian who fought US forces in Iraq as a member of  the Mujahideen Shura Council and was 
imprisoned from 2005 to 2010.  Al Adnani was reported to be in charge of  all operations 165

in Syria at the start of  2013,  and is believed to be a member of  the Shura Council. But  166

the notion of  an official spokesman does not really apply to The Islamic State in the way it 
has applied to al Qaeda. The crowdsourcing of  messages negates the need for a single point 
of  contact. This might leave the group vulnerable to unofficial messages polluting its media 
stream but it is a small annoyance compared to the gains. Al Adnani is important, given his 
proximity to the Islamic State leadership and his knowledge of  their goals, but in the absence 
of  direct contact with media outlets - and little need for it - the role of  spokesman is of  
limited importance. !
The media department of  The Islamic State is highly productive, churning out a wide range 
of  media material that its supporters can use to attract potential recruits, raise money, 
promote the image of  the organization, or just spread fear among its enemies. The 
production of  extremely violent action films right before the military offensive in northern 
Iraq in June 2014, ‘Clanging of  the Swords I-IV,’ is a good example of  both the nature of  
the group’s propaganda and of  the audience it hopes to attract. The naming of  the movies 
and the use of  Roman numerals suggesting that they form a series is straight out of  
Hollywood, as are the impressive techniques used, to include an opening sequence in the 
fourth installment that zooms in from a satellite image of  Iraq and Syria to a drone flying 
over Fallujah.  167

  
As a result, references to the group by its supporters and others interested in its activities 
resulted in 4.1 million mentions of  the English acronym ISIS between 17 September and 17 
October 2014. The Arabic acronym (داع??????????????????ش) was mentioned 1.9 million times over the same 

period, with the group’s preferred name of  “Islamic State” being tweeted a comparatively 
meager 880,651 times.  168

!!
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 http://www.un.org/sc/committees/1267/NSQI32514E.shtml.165

 Ibid.166

 ISIS jihadists put out Hollywood-style propaganda film http://observers.france24.com/content/20140613-hollywood-fim-jihadist-167

propaganda-isis.

 Although the group has gone to great lengths to suppress the use of  the Arabic acronym (daesh) which it correctly regards as 168

derogatory, and to rebrand itself  as The Islamic State, so far as Twitter references are concerned, it has failed.

http://observers.france24.com/content/20140613-hollywood-fim-jihadist-propaganda-isis
http://www.un.org/sc/committees/1267/NSQI32514E.shtml
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!
In order to combat the increased supervision of  social media sites for offensive material, 
The Islamic State has gone still further in trying to ensure that its material is distributed as 
quickly and as widely as possible. For example, Palestinian affiliates have created a Twitter 
app called the ‘The Dawn of  Glad Tidings,’ also just known as Dawn,  which collates a 169

large amount of  personal data from users and tweets various Islamic State content without 
triggering the spam detection function of  Twitter.  Other less known social media 170

platforms such as Quitter and Diaspora are increasingly used by The Islamic State to 
broadcast its messages as more popular platforms have become better at removing its 
material and blocking the accounts of  Islamic State members. !
On June 13, 2014 Twitter suspended the Al I’tisam page, which was the central information 
outlet of  The Islamic State with more than 50,000 followers, but the decentralized nature of  
Twitter has helped mitigate this loss and the group’s online presence has not suffered. Most 
of  the influential Islamic State Twitter accounts have between 500 and 1,500 followers so the 
impact of  their closure is limited and when an account is suspended, the user can simply 
open another and link it to the old one in a new tweet. Nonetheless, one supporter of  The 
Islamic State was sufficiently incensed by the closure of  accounts in September 2014 as to 
threaten lethal retaliation against Twitter employees.  171

!

!59

 Who is behind Isis’s terrifying online propaganda operation? http://www.theguardian.com/world/2014/jun/23/who-behind-isis-169

propaganda-operation-iraq. 

 How ISIS games Twitter http://www.theatlantic.com/international/archive/2014/06/isis-iraq-twitter-social-media-strategy/170

372856/. 

 http://mashable.com/2014/09/08/twitter-isis/.171

http://www.theatlantic.com/international/archive/2014/06/isis-iraq-twitter-social-media-strategy/372856/
http://www.theguardian.com/world/2014/jun/23/who-behind-isis-propaganda-operation-iraq
http://mashable.com/2014/09/08/twitter-isis/
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!!
The Islamic State also uses so-called ‘twitter bombs’ which redirect trending hashtags to 
Twitter material or websites related to The Islamic State.  They also use the most popular/172

trending hashtags along with their own hashtags as a way to piggyback onto popular 
trending conversations.  Most pages owned or related to The Islamic State tend to follow 173

each other, so that the number of  tweets and readings increases more rapidly. !
The official media wing of  the group is Al Furqan, which posts messages from the 
leadership, including videos of  mass executions, and retweets material from the other Islamic 
State sites. One of  its productions is a series of  glorified accounts of  recent Islamic State 
achievements, “Messages from the Land of  Epic Battles.” Another outlet, Fursan al Balagh 
Media, now suspended, provided transcripts of  Islamic State videos. There are other official 
pages, such as Ajna, which post religious citations, as well as the Al Hayat Media Center. 
Furthermore, each Islamic State province has its own media outlet, which focuses on local 
news.  174

!
In terms of  targeting Western supporters, Al Hayat Media Centre is key. It acts as a 
multilingual recruitment channel and provides a large selection of  media material, aiming to 
attract potential foreign recruits. One of  its products is a very sophisticated HD propaganda 
video series known as the “Mujatweets,” which shows various aspects of  daily life in The 
Islamic State, from fighting in Iraq and Syria, to testimonials from Western militants about 
their joy in joining The Islamic State. Al Hayat also provides English subtitles for videos put 
out by other Islamic State channels, such as Al I’tisam and Al Furqan. Aside from videos, 
The Islamic State releases a newspaper, called the ISN (Islamic State News), a six-page pdf  
with picture-based material and a brief  propagandistic commentary in English about various 
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 Iraq crisis: ISIS social media blitz could be its downfall https://ca.news.yahoo.com/iraq-crisis-isis-social-media-blitz-could-172

downfall-090000527.html. 

 For example: #Brazil2014, WorldCup2014. See: Beheading #WorldCup Shows Islamic State’s Online Savvy http://173

www.bloomberg.com/news/2014-07-07/beheading-worldcup-shows-islamic-state-s-online-savvy.html. 

 http://www.al-monitor.com/pulse/originals/2014/08/is-clinton-atrocities-social-media-baghdadi-mccain.html. 174

DRAF

http://www.al-monitor.com/pulse/originals/2014/08/is-clinton-atrocities-social-media-baghdadi-mccain.html
http://www.bloomberg.com/news/2014-07-07/beheading-worldcup-shows-islamic-state-s-online-savvy.html
https://ca.news.yahoo.com/iraq-crisis-isis-social-media-blitz-could-downfall-090000527.html
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day-to-day events.  These media materials can be found on independent, free, web-hosting 175

sites, and new issues are announced by the official Islamic State news channels. !
In addition to the ISN, the ISR (Islamic State Report), also known as “An Insight Into The 
Islamic State,” contains articles about Islamic State events and agendas. On July 8, the group 
released its magazine, Dabiq, an extended version of  the ISR, consisting of  more detailed 
writings all in English. It resembles the well-known English-language magazine, Inspire, 
published by al Qaeda in the Arabian Peninsula and famous for providing basic instructions 
for terrorists; but its content is quite different.  It is well produced and richly illustrated  176

with a mixture of  scenes of  calm and of  extreme violence. It is designed to attract recruits 
and contains lengthy exegeses of  Islamic texts to justify its actions as well as encouragement 
for all sorts to make the journey to join the State. It does not shy away from portraying its 
worst excesses, such as the execution of  hostages, the mass murder of  prisoners and the 
enslavement of  women, providing graphic photographs of  the dead and of  those about to 
die. It is unapologetic and self-congratulatory, explaining everything bad as the fault of  
someone else. 

!
The name Dabiq itself  refers to a place in Northern Syria where the Ottoman Empire had a 
decisive victory over the Egyptian Mamluk Empire, but the reference is to a hadith often 
quoted by Abu Musab al Zaqawi that predicts Dabiq as the place where Islam will win a 
great victory over the infidels, so leading to world domination and the end of  times.  177

!
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 New ISIS Media Company Addresses English, German and French-Speaking Westerners http://www.memrijttm.org/new-isis-175

media-company-targets-english-german-and-french-speaking-westerners.html. 

 Dabiq: the smiling face of  Iraq-Syria ‘caliphate’ http://news.yahoo.com/dabiq-smiling-face-iraq-syria-caliphate-081415767.html. 176

 Dabiq: What Islamic State’s New Magazine Tells Us about Their Strategic Direction, Recruitment Patterns and Guerilla Doctrine 177

http://www.jamestown.org/programs/tm/single/?tx_ttnews%5Btt_news
%5D=42702&cHash=0efbd71af77fb92c064b9403dc8ea838#.U-JY7FYkhZg. 

http://news.yahoo.com/dabiq-smiling-face-iraq-syria-caliphate-081415767.html
http://www.jamestown.org/programs/tm/single/?tx_ttnews%5Btt_news%5D=42702&cHash=0efbd71af77fb92c064b9403dc8ea838%22%20%5Cl%20%22.U-JY7FYkhZg
http://www.memrijttm.org/new-isis-media-company-targets-english-german-and-french-speaking-westerners.html
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The Islamic State therefore shows a good understanding of  both the importance and the use 
of  media. It appeals to a wide range of  audiences and designs both content and presentation 
accordingly, from violent action as in “The Flames of  War” to a more intellectual appeal as 
in the “Lend Me Your Ears” propaganda series first trailed on 18 September 2014 by John 
Cantlie, a journalist held hostage by The Islamic State since November 2012. The Islamic 
State is also reactive, as in the campaign it launched on Twitter following the start of  the US 
air campaign in August 2014 with the hashtag #AmessagefromISIStoUS.  Needless to say, 178

The Islamic State imposes such strict conditions on any independent journalist wishing to 
report from its territory as to make objective and uncensored reporting impossible.  179

!
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 The Islamic State’s social media strategy http://www.al-monitor.com/pulse/originals/2014/08/is-clinton-atrocities-social-media-178

baghdadi-mccain.html. 

 http://www.syriadeeply.org/articles/2014/10/6200/isis-issues-11-rules-journalists-deir-ezzor/.179

http://www.syriadeeply.org/articles/2014/10/6200/isis-issues-11-rules-journalists-deir-ezzor/
http://www.al-monitor.com/pulse/originals/2014/08/is-clinton-atrocities-social-media-baghdadi-mccain.html
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CONCLUSION !!
The Islamic State is an alarming phenomenon. It may wither and die as quickly as it has 
emerged, or it may prove to be the catalyst for major change within the region and beyond; 
in any case, it will take some time before its full impact is determined. However, in the 
meantime, the remarkable ability of  a relatively weak and largely marginalized group of  
violent individuals, numbering in the hundreds, to establish themselves as a threat to 
international peace and security in command of  an army of  more than 30,000 fighters and 
controlling territory over a substantial area of  two existing countries, is unprecedented in the 
modern age.   !
It is hard to escape the conclusion that it is not so much that The Islamic State is strong than 
that the governments of  Iraq and Syria are weak, not necessarily in terms of  their financial 
and military resources, but in their ability to govern. The Arab Spring, which had already led 
to the downfall of  the governments of  four countries before allowing The Islamic State to 
take root in Syria, is only part of  the context for this accident of  history. Beyond that is the 
exponential spread of  social media and the empowerment and connectivity that it has 
provided to people whose lives might otherwise have remained circumscribed by the 
traditions of  their families and the practices of  their communities. This has been equally as 
true in the West as it has been in the Arab world, and it is increasingly true elsewhere as well. 
It is a trend that will not reverse and so inevitably will lead to new concepts of  normality. !
This is where The Islamic State faces its biggest challenge. It is all about the past without 
much realistic vision for the future. It will be no more able to harness the social, economic, 
and political forces around it than were the states that, through their failure, allowed the 
space for The Islamic State to grow. The thirst for change that The Islamic State has 
managed to exploit will not be slaked by its totalitarian approach towards its subjects. In 
today’s world, no state, however remote, can hope to control its population by limiting its 
access to information or suppressing its ability to think.  !
The question remains therefore as to how much damage The Islamic State will be able to 
inflict before it is inevitably overcome. It has already done enough to ensure major upheaval  
throughout the region. The dynamics of  the Middle East and its social and political 
development will all look quite different by the time The Islamic State disappears.  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